
 

1 

 

 

PaceBlade Mobile Device Management  

Get Started - website UI explanation 

Access to remote control server website: https://www.paceblade.eu/paceblade-mobile-device-management 

 

Here’s the login page: 

Please input username and password. 

 

Device Management website - User page explained 

The User page is the first page you’ll see after logging in. 

Here you can change the password if needed. 

 

Note: The IP and port that need to be opened in the firewall. Please check the server IP and port in the table below. 

https://www.paceblade.eu/paceblade-mobile-device-management
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Device Management website - Devices page explained 

Devices page displays all the information of different devices. 

All Devices:  

SN: Serial number 

IMEI: Unique number 

Type: Device model 

OS now: Current firmware version 

Status: Device’s status: connected/disconnected. 

OS to: Upgrade differential firmware. 

Config: Download specific setting file. 

ConfigStatus: Downloaded setting file name.  

Upgrade msg: Firmware downloading progress “downloading/success/failed”. 

Wi-Fi: If enabled the Wi-Fi button, only update firmware and config file over Wi-Fi connection. 

 
 

Note: User could write some remarks/tags for devices. 

Group: User could group multiple devices with texts. 

Group Selection: Use group selection to filter out the groups that you want to display. 

 

 

Upload log: Request upload device’s log. 

Log url: URL 

GMS: Enroll or deregister the GMS device. 
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Update Time: Displays the time of the last connection to the server. 

 

Export: Export device information to Excel. 

 

 

 

 

You can specify the order and page items number before downloading. No need to select any checkbox. It will export 

all devices on the page. 

 

Action 

 

 

Edit: Change the device’s information manually. 

1. Change IMEI and SN, It just changes the IMEI and SN displayed on the server page. 

2. Change Owner, you can enter the new owner name directly to change the owner. 

(It will check if the owner exists on the server side in case you entered the wrong owner.) 

3. OS to, upgrade the firmware 

4. Change the note and group information. 



 

4 

 

 

Delete: delete the device from record. 

Ping: send ping command to the device, if it’s active, status will change to “connected”. 

Reboot: send reboot command to the device receives it only if it’s active, please make sure device is active before 

reboot. 

Shell: remote shell, you can use the adb command on the server. 

Note: Some devices with older versions of the firmware do not support remote shell until they have been upgraded. 

 

ADB: Remote ADB on your linux PC. 

 
Screen: Remote Screen Control, you can control the tablet through device management remote server. 

It works on the newer models SDT-121/MDT-801/MDT-805/MDT-870/LDT-101.  

And works on the old model MDT-760 firmware version≥2.4.5 and MDT-860 firmware version≥2.4.6. 
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Upload file 

Click or drag a file or APK to this area to send to the device, and it will install the APK on the device automatically. 

 

Download file 

1. Choose file what you want to download 

2. Click download button 

3. Click the download file to download to the computer. 

 

In order to protect the user's privacy, if the tablet is set with a screen lock or SIM card lock, it cannot be unlocked 

remotely. 
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Device Management website – Devices 

When device successfully connects to the server, the information will be loaded automatically. 

 
 

 

 

 

OS to: It can upgrade to the latest version (for example v1.4.7.to v1.9.7) 

Upgrade device with “OS now”, when you choose the latest firmware mdt760_gms_1.9.7, and the device will 

automatically upgrade from lower to higher version one by one (eg:1.4.7 to 1.6.5, 1.65 to 1.8.6, 1.8.6 to 1.9.7), 

You may see several reset on the tablet as it may upgrade few times to reach the latest firmware version. 

 

 
 

Check the download status here, if it shows ‘success’, it means device is ready to upgrade 

 

 

 

You can click “none” to cancel the firmware download. 
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After upgrading the firmware, device’s version will be updated at the next login. 

 
 

 

 

 

 

Config 

Download specific setting file (if any), this would cooperate with the Management-Setting page 

 

You can click this icon to cancel the config file download. 

 
 

Update schedule (Support scheduled firmware upgrade or upgrade after user confirmation) 

Click the update schedule key to enter the schedule settings.  

 

Upgrade firmware after user confirmation. 

Select Type-> NOW -> user confirmed->Save changes 



 

8 

 

  
 

 

 

 

 

 

 

 

 

 

 

 

Select the firmware you want to upgrade. 

 
 

It will have a confirmation dialog on the top sliding menu, click it to confirm and start upgrading the firmware. 
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Firmware upgrade schedule 

Select Type-> WINDOWED                       

 

 

 

 

 

 

 

When the "wake up the device if it is powered off" option is enabled, the device will wake up and upgrade the firmware 

even when it is powered off.  

 

 

 

 

 

 

 

 

Set the start and end time for scheduled upgrade, and then click save changes 
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Select the firmware you want to scheduled upgrade. 

 

WiFi option  

Click the WiFi button to Yes, it only updates the firmware or config file when the device is connected to WiFi. 

 
But, if select config->clear option, it will clear the perso file as long as the device’s network is connected, regardless 

of the WiFi button on and off.  

 
Upload log 

 

Click the button under “upload log” Device will send the percentage during upload progress 

 
 

URL will be available when it finishes upload 

 
 

Dynamic Setting 
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Group Edit 

If you would like to edit multiple devices (with the same action), you might tick the specific devices and click “Group 

edit” 

It can group edit device information, upgrade group firmware and group configuration files. 

 

Group edit info 

Click Group Edit->Click Information 

 
P.S. Need input the SN/IMEI into column A of the spreadsheet 

 

 

 

 

 

 

 

 

Group firmware upgrade 

Click Group Edit->Click Firmware 

Choose Edit item type: SN or IMEI 

Current Edit Item: If there’re too many devices to 

edit, please input the Serial Numbers or IMEI 

numbers here (separated by ‘,’) 

e. g. 760022210061,760022210060 

 

You can also click “choose file” button to upload  

the SN/IMEI spreadsheet instead of manual input. 

and then to change note and group info, or enroll 

GMS device. 
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You can upgrade multiple device’s firmware at the same time. 

Reminder: please note that only the matching OS To would apply to the designated devices. 

 

Group Config file upgrade 

Click Group Edit->Click Config 

 

You can install configuration file into multiple devices at the same time. 

Choose the config file what you want to install. 
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Group Edit History 

Click Group Edit->Click History 

All group edit history will be displayed. 

 

 

Traffic Report 

 

The Internet traffic report monitors the data traffic of your device. The report will show WiFi TX/RX and Mobile TX/RX 

values for the time period you select. The higher the value (Byte), the more data is consumed. 

Note:Currently only works with Android 12 firmware > 2.3.1. 

1. The device needs to be connected to the Internet. 

2. Upload the SN or IMEI list what you need to get the Traffic report. 
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3. Click Traffic Report -> Enabled get Traffic Report option-> Select start date -> Click More -> Click Save changes. 

 
4. Click History -> Click Download to get the Traffic Report 

 

5. Traffic data: 
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Filter 

 

With Device Advance Filter, we can search devices by many conditions, such as "firmware is A, config is B and Group 

is C". After click search button. Devices satisfy the conditions with be listed. 
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Device Management website - Management page explained 

Device Management website – Management (Setting) 

Setting 

Create setting file: change parameters/do factory reset/add additional .apk/... to the devices 

 

 

Click “New” and you will see the selections.  

Setting Parameters overview 

 

Example: create a setting file for mdt740 device 

1. Click ‘New’ on the top right corner 

2. Select the device type 

3. Input file name so that it could be easily found later, setting file name cannot contain spaces. 

4. Edit the parameters or upload optional files if needed 

5. Details could be found here 

6. Click ‘Generate’ to make a setting file 
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7. Setting file is successfully uploaded, should see the file here as well: 

 

 

Click Edit button can be to Re-edit the setting file.  

Click Copy button to copy and create a new setting file, and user can re-edit the setting options and change the 

setting file name. 

Click Delete button to delete the setting file. 

 

8. Go to Devices page, select the setting file for the device to upgrade the config. 

 
 

9. Config file download status will be displayed here 

 

 

10. If successfully downloaded, configStatus will show the setting file name. 

 

 

 

 

 

 

 

 



 

18 

 

GMS Device Usage 

Device Management website – Management (GMS Pages) 

Management: Enterprise, Policies, Gms_devices 

 

Enterprise 

First provide an admin email address for us to register a ZeroTouch customer ID. 

Click on the "ZeroTouch" link to finish the setup. 

 

 

Create a new enterprise 

User could create enterprise in Enterprise page 

Create an Enterprise:  

1. Click “New” 

2. Enter “Name” as enterprise name 

3. Select the default color for this enterprise 

4. Enter contact Email 

5. Enable agree to Managed Google Play Agreement, and then click “Create” 
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Click Default to make the enterprise as default. 

 

 

Policies 

After setting up an Enterprise, a “default” policy would be included. User could edit the default policy or create 

designated policies for devices. 
A policy includes switches (debug_allowed, password_required, unknown_sources_allowed), applications and firmware 

upgrade schedule mode. 

 

Create New Policy: 

Click “New” on the top right corner of the Policies page. 

 
 

1. Enter “name” as policy name 

2. Toggle the switches if needed 

3. Click “Add” if new applications are needed 

4. Click Create 
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Add applications 

Click “Add applications” button 

 

 

 

 

 

 

 

Click “packageName” will enter to the Managed google play page. 

 

 

 

Select the App that you want to install. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Click Save changes, it will add to the new policy. 
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Add a preinstalled application 

You can add the system Camera and Gallery app in the police. 

Policies > Edit > Click "+" > fill in App Package Name > Select install type "PREINSTALLED" > Save changes 

Our system camera package name is "hk.topicon.camera" and Gallery app package name is 

"com.android.gallery3d" 
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Choose a mode for policy upgrade schedule if needed. 

 

 

 

 

 

 

 

 

 

 

 

After creating a new policy, it will be shown under Policies page. 

User could toggle the switches, edit the applications or change mode of policy upgrade schedule 

 

 

 



 

23 

 

Enroll a GMS device: 

After setting up the Enterprise, user could enroll or deregister devices  

1.Go to Devices page > find the specific device > click the button under GMS to enrolled 

 

 

2.Factory reset the device and follow the instructions after startup after device successfully setup, user might see the 

device information on Gms_devices page 

3.User could choose the policy (from Policies page) under Active policy 

 

 

 

4.User could send commands (Reboot/Deregister/Lock) to device under Commands 

 

 

Deregister GMS Device 

 

There are two ways to deregister a device: 

1. Click the button under GMS on the Devices page 

 
 

2. Click “Deregister” under Commands on the Gms_devices page 
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Sub-Admin Function  

The Sub-Admin function enables the customer to create and manage their own customers (sub-users) without 

going through the super administrator. 

 

Sub-Admin can also assign their own devices to sub-users. Allow sub-users to manage these devices 

independently. 

 

Sub-Admin usage 

 

Log in with the account that has activated sub-admin privileges: 

 

 

1. Click user List 

2. On the user list page, click the "New" button in the upper right corner, the user information input page pops up. 

3. Fill in the username, password, and Add owner. 

4. Enable “Is Actived”, (If necessary, enable Is SubAdmin) Click “Create” 

 

 

Role access control  

1. Create a User-Role 
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Click User Role 

Click “New” button on the upper right corner to create a new Role 

Input the Role name 

Select Role permissions (Note that users can only use the selected permissions) 

 
 

2. Specify the user's role 

Select the sub-user that you want to specify the role for.  

Click “Edit” 

 
Select a role for your sub-user. 
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3. After the user logs in, their permissions are restricted according to their role. 

 

 

Dynamic Setting 

The Dynamic Setting feature is used to copy the settings of one device to another device. Please 

make sure that both devices are online when using this function. 

 

1. Create a new Dynamic Setting file 

Click “New” button in the upper right corner. 

 

Enter and search the SN of the device that you want to use for the copy setting.  

Noted that the device needs to be connected to the Internet. 

 

Click “OK” button will show the setting information as below. 
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Click “Generate” button to create a dynamic setting file “dynamic_setting_mdt865-xxxx” 

 

Open Devices page and select the device you want to import the Dynamic settings file to and then choose the 

Dynamic Setting file. 

 

Clicking the "OK" button will automatically download the dynamic settings file to your device. 

 


